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1. EXECUTIVE SUMMARY 
 
1.1 INTRODUCTION  
 

As part of the 2014/15 Internal Audit Plan an audit of IT Disaster Recovery (ITDR) was 
carried out.  

 
The objective of this review is to evaluate the effectiveness of the processes and 
controls surrounding ITDR Management.  
 
Our report will provide a risk rating based upon how effective we assess these 
arrangements to be, including:  

 Whether complete and relevant ITDR plan(s) are in place; 

 How the ITDR Plan is invoked and how technical recovery teams are 
coordinated after invocation of the plan(s); 

 Whether inclusion of end-to-end recovery processes and the identification of 
interfaces between dependent and feeder systems are understood within the 
ITDR Plan(s);  

 What testing is performed to validate ITDR, how the outcomes are reported and 
corrective actions implemented; and, 

 The approach for data backup. 
 

 
 
1.2 OVERALL OPINION 
 

The overall opinion of this review is limited assurance. 
 
There are areas of ITDR good practice evident within the Council including: 

 Investment in virtualisation and Storage Area Network (SAN) has provided 
advantages for the recovery of some IT systems;  

 There is a formally documented and communicated ITDR command and control 
structure in place to manage IT outages. 

 Good links between the Corporate Risk Management approach and the ITDR 
programme, with business driven recovery requirements. 

 
However, the main finding and cause of the rating for this review is that the current 
ITDR arrangements are limited in capability should an event such as fire cause 
damage to the IT infrastructure hosted in the County Hall server room. In the event of a 
disruption requiring a full invocation of the ITDR plan for this server room, the County 
Council would have to potentially operate with a significant loss of priority 1 and 2, and 
other IT Systems and probable significant impact on the business and customers for 
weeks until new servers can be sourced, and systems and data recovered effectively. It 
is noted that SAP has additional ITDR arrangements and may be recovered within 
about 5 working days from a major incident leading to loss of the server room.  
 
Testing of IT recovery has been limited over the past few years, with the notable 
exception of SAP and Civica Icon systems.  
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ITDR Documentation is in place for individual IT system recovery; however we would 
typically expect an ITDR recovery sequence to also be in place defining a logical 
technical recovery order of IT systems in priority order taking account of dependencies 
and feeder systems. This forms the basis to coordinate recovery in a disaster scenario 
across several IT recovery teams to ensure it is effective and efficient.  
 
This review found that there is no formal agreement in place to procure replacement 
servers in a disaster situation beyond standard Council procurement processes. 
 
It is noted that with the outsourcing of IT Services completing next calendar year, it is 
important for the County Council to consider risks for ITDR in the current state, and 
future state once the outsourcing has migrated to the new provider. The current ITDR 
arrangement may be in place for the initial 12 months of the new outsourced contract for 
IT, however this is to be determined as part of the ongoing contract award. 
 
 

 
 

2. SUMMARY OF CONCLUSIONS 
 
2.1 The conclusion for each control objective evaluated as part of this audit was as follows: 
 

Control Objective Assurance  

Full Significant Limited None 

CO1: Whether complete and relevant ITDR plan(s) 
are in place. 

 

 
  

CO2: How the ITDR Plan is invoked and how 
technical recovery teams are coordinated after 



 
   

 Overall Audit Opinion 

 Full assurance Full assurance that the system of internal control meets 
the organisation’s objectives and controls are 
consistently applied. 
  

 Significant 
assurance 

Significant assurance that there is a generally sound 
system of control designed to meet the organisation’s 
objectives. However, some weaknesses in the design or 
inconsistent application of controls put the achievement 
of some objectives at some risk.   
 

 Limited 
assurance 

Limited assurance as weaknesses in the design or 
inconsistent application of controls put the 
achievement of the organisation’s objectives at risk 
in some of the areas reviewed.  
 

 No assurance No assurance can be given on the system of internal 
control as weaknesses in the design and/or operation of 
key control could result or have resulted in failure(s) to 
achieve the organisation’s objectives in the area(s) 
reviewed.  
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invocation of the plan(s). 
 

CO3: Whether inclusion of end-to-end recovery 
processes and the identification of interfaces 
between dependent and feeder systems are 
understood within the ITDR Plan(s). 

  

 
 

CO4: What testing is performed to validate ITDR, 
how the outcomes are reported and corrective 
actions implemented. 

 

 

 
  

CO5: The approach for data backup. 
 

 



 
   

 
2.2 The recommendations arising from the review are ranked according to their level of 

priority as detailed at the end of the report within the detailed audit findings.  
Recommendations are also colour coded according to their level of priority with the 
highest priorities highlighted in red, medium priorities in amber and lower priorities in 
green.  In addition, the detailed audit findings include columns for the management 
response, the responsible officer and the time scale for implementation of all agreed 
recommendations. 
 

2.3 Where high recommendations are made within this report it would be expected that 
they should be implemented within three months from the date of the report to ensure 
that the major areas of risk have either been resolved or that mitigating controls have 
been put in place and that medium and low recommendations will be implemented 
within six and nine months respectively.  
 

 

3. LIMITATIONS REGARDING THE SCOPE OF THE AUDIT  
 

The following areas did not form part of this audit: 
 

 Business continuity management programme 
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5. DETAILED AUDIT FINDINGS  
 

Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

CO1: Whether complete and relevant IT Disaster Recovery plan(s) are in place.  

1 
 
 

Medium IT Disaster Recovery (ITDR) 
documentation is in place, 
including a high level ITDR 
Plan (entitled Main DR 
Document) and supporting 
detailed technical work 
instructions for use by the IT 
recovery teams. These 
documents are available for 
recovery of individual IT 
systems.  
 
However, there is no 
coordinated ITDR 
documentation for effective 
response to major incidents, 
such as large scale damage 
to the infrastructure hosted 
within the County Hall server 
room (known internally as 
G1).  
 
We would typically expect a 
recovery sequence to be in 
place defining a logical 
technical recovery order of IT 
systems in priority order 
taking account of 
dependencies and feeder 

Without a clearly 
defined plan for 
plausible worst case 
scenarios the correct 
ITDR recovery 
sequence may not 
be carried out 
leading to failure in 
recovery of priority IT 
systems which the 
County Council and 
partners rely upon to 
deliver key business 
activities.   

Develop a recovery 
sequence for a major 
incident occurring at 
either of the main server 
rooms to coordinate 
recovery of IT systems 
against worst case 
scenarios.  

Section 12 of the main DR 
Document describes a high level 
plan for the recovery of services 
through the use of the Recovery 
Teams.  This plan is used to 
demonstrate the recovery pattern 
for the underlying infrastructure 
ahead of any application recovery 
after a major incident.   
 
The second table of Section 11, 
"Analysis of Critical Systems 
(Priorities 1 and 2) with DR" then 
describes the priorities of 
individual business applications.   
 
Both these section used together 
paint the recovery priorities.   
 
It is true that section 12 does not 
include actions that could result in 
the move to an alternate computer 
room or similar accommodation 
issues.  The DR plan will be 
revised to include those elements.   
 
Individual recovery documents for 
each business application gives 
reference to dependencies of that 

S&CA Service 
Operations 
manager.  
31/09/2014. 
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Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

systems. This may include 
interfaces to other 
applications and IT 
infrastructure services such 
as active directory.  
 
 
 

application on others. 
 
In addition the ICT Managed 
Services Contract has included a 
detailed section regarding the 
requirement for a detailed DR plan 
mapping into the county's 
Business continuity plan. This is 
also enhanced by the requirement 
of the new MSP to annual DR 
testing. 

CO2: How the ITDR Plan is invoked and how technical recovery teams are coordinated after invocation of the plan(s). 

2 
 
 

N/a There is a formally 
documented and 
communicated ITDR 
command and control 
structure in place to manage 
IT outages, set out within the 
Main ITDR Plan. 
 

N/a N/a 
 

N/a N/a N/a 

CO3: Whether inclusion of end-to-end recovery processes and the identification of interfaces between dependent and feeder systems are understood within the 
ITDR Plan(s). 

 
3 

High The current ITDR 
arrangements are limited in 
capability should an event 
such as fire damage to the 
infrastructure hosted in the 
County Hall server room, 
known as G1. 
 
There is no fire suppression 
system for G1 server room, 
and only a single Security 

In the event of a 
disruption requiring a 
full invocation of the 
ITDR plan for G1 
server room in 
County Hall, the 
Council would have 
to potentially operate 
with a significant loss 
of priority 1 and 2, 
and other IT 

Senior Management to 
consider options for ITDR 
including: 

(a) Whether to 
accept the 
current limited 
ITDR capability; 

(b) Further invest in 
ITDR capability to 
enhance recovery 
times. 

The commissioning of ICT 
Infrastructure will paint a different 
picture of the capabilities of the 
ICT provider for normal operation 
and disaster recovery of business 
systems.   
 
All shortlisted prospective service 
providers will offer enhanced DR 
arrangements as part of their 
standard service.  Hence DR 

S&CA Service 
Operations 
manager, in 
conjunction with 
the new 
commissioned 
service provide..  
31/03/2015. 
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Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

Guard on site during out of 
hours at County Hall.  
 
Alarms connected to 
sensors in this server room 
would alert the Property or 
Facility Teams, however 
they would not be on site to 
respond to the incident.  
 
There is no formal 
agreement in place to 
procure replacement servers 
in a disaster situation 
beyond standard 
procurement processes. 
 
It is our understanding that 
current ITDR arrangement 
may be in place for the initial 
12 months of the new 
outsourced contract for IT, 
however this is to be 
determined as part of the 
ongoing contract award. 
 

Systems and 
probable significant 
impact on the 
business and 
customers for 
weeks.  
 

 
Options for consideration 
could potentially include: 
- Upgrade of County Hall 
server room to install fire 
suppression system; 
- Upgrade of Wildwood 
server room to act as a 
ITDR site; 
- 3

rd
 party contract for 

disaster recovery, 
potentially including data 
centre space and 
infrastructure  

opportunity will improve. 
 
Currently there is no fire 
suppressant in the computer 
room, save fire extinguishers to 
help provide a safe means of 
escape for staff caught in a fire in 
the computer room.  
 
This has already been discussed 
at S&CA Management team this 
year.  Given that the computer 
rooms are not environmentally 
sealed, fire suppressant outside of 
the use of traditional fire 
extinguishers is ineffective, and 
costly to implement.   
 
The facility at Wildwood has the 
capability of being used as a small 
scale computer room and features 
the same environmental 
characteristics as that in G1, 
including lack of fire suppressant 
(but does include UPS and power 
generation).  What is lacking is 
the network and server focal point 
to give a true 'failover' service.  
This will be addressed as part of 
the new service provider's solution 
in relation to critical applications 
and functions. Again as detailed 
above, the contract for the ICT 
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Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

managed Service requires a 
detailed DR plan mapped into the 
BC plan and also annual DR 
testing. 
 
Commissioning of the ICT service 
will determine if there is longevity 
in the use of the G1 computer 
room and that of Wildwood, and if 
appropriate, a formal review of 
costs will be done, that will need 
to take into consideration having a 
3

rd
 party provided DR opportunity. 

 
In addition the OJEU for the ICT 
Managed Service allows for the 
procurement of any further ICT 
related assets. The scale of the 
organisations concerned means 
that there will be no concerns 
about sourcing replacement 
hardware in extremely short 
timescales (typically overnight) 
should it be required. However 
improvements to systems 
resilience through the design and 
architecture, and continued 
virtualisation of the environment 
will remove the dependency on 
individual hardware items. 
 
The overall approach to DR, and 
any enhancements to the plans 
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Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

will be discussed with the service 
provider during service transition 
(the first 3 months of the contract). 
 

4 High Framework i (FWi) is 
considered a high priority 
system to the County 
Council, used by internal 
and external parties 
including Social Workers 
and Police in the field. 
 
However, all system related 
infrastructure is hosted 
within the G1 server room in 
County Hall which is a single 
point of failure should the 
hardware hosted within be 
damaged during a major 
incident such as fire.  
 

It is estimated that 
recovery (system 
rebuild and recovery 
of data from tape) 
would take in excess 
of 5 working days, 
and so will not meet 
current expectations 
for recovery. 
 
There is a project 
underway to rectify 
these issues for the 
resilience and 
recovery of FWi, 
however the new 
solution is not 
expected to be in 
place until Autumn 
2014. The new 
solution will include 
virtualisation of the 
live environment, 
with secondary DR 
environment to be 

Prioritise the delivery of 
the project to enhance 
resilience of FWi to 
ensure it is delivered as 
soon as practicable.  

The current DR arrangements for 
FWi do provide a working solution 
to recover from the loss of the 
service.  The proposal put forward 
by S&CA and accepted by DASH 
leadership team was to include 
replacement of the production 
infrastructure and to provide a 
new DR arrangement that will 
provide longevity to the service 
and reduce recovery time to within 
desired limits (less than 2 hours).   
 
The implementation of such an 
arrangement was seen by S&CA 
as setting the pattern for future 
DR infrastructure for other 
business systems.   
 
This is a high cost option and 
considered to be a strategic way 
forward for other DR 
opportunities.  As such, given the 
imminent commissioning of ICT 
infrastructure, it is considered 

S&CA Service 
Operations 
manager, in 
conjunction with 
the new 
commissioned 
service provider 
to review 
opportunities 
available through 
that new service 
provider. 
31/12/2014. 
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Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

located in Wildwood 
server room.  
 
This review did not 
include a detailed 
examination of 
project 
documentation for 
the delivery of FWi 
resilience. 
 

appropriate to delay the 
implementation of the S&CA 
recommendation, as the 
recommended service partner will 
implement enhanced levels of 
resiliency across the infrastructure 
and it is important to achieve the 
correct fit in terms of the FWi 
solution and the future  
architecture.  It is also likely that 
the required levels of resilience 
will be delivered as part of the 
proposed changes at a much 
lower cost than implementing a 
point solution. 
 
The changes proposed by the 
solution provider should be in 
place within 12 months of contract 
start date and the FWi element 
will be prioritised to address this 
concern. 
As a mission critical application 
FWi will be prioritised in terms of 
both the aforementioned 
hardware refresh and resilience 
but also contractually in terms of 
the DR planning and DR testing.  
 

CO4: What testing is performed to validate IT Disaster Recovery, how the outcomes are reported and corrective actions implemented. 

5 Medium Evidence of testing is 
captured within the Main 
ITDR document; however it 

There is a risk that if 
they are not 
realistically tested, 

Implement an ITDR 

testing strategy and 

Agreed, there is little appetite for 
directorates to test DR 
arrangements for systems.  This is 

S&CA Service 
Operations 
manager to 
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Ref. Priority Findings Risk Arising/ 
Consequence 

Recommendation Management Response Responsibility and 
Timescale 

 

Recommendati
on 

Implemented    
(Officer & Date) 

has been several years since 
recovery of a large 
proportion of systems has 
been tested.  
 
It is noted that SAP and Icon 
system recovery solutions 
have been tested. However, 
Test Reports were not 
available for the SAP test 
upon request.  

ITDR solutions may 
not be fit for purpose, 
leading to delays to 
system recoveries. 
 

programme that provides 

the required realism and 

benefits to validate plans 

will work when enacted, 

weighed against potential 

disruption to the Council.  

seen as a cost that derives little 
immediate benefit.   
 
There is opportunity to review a 
document sent to BAB in February 
2014 that gives an overview of the 
current DR arrangements for 
business systems priorities as 1 
and 2 (critical systems).  This 
document was aimed at raising 
awareness of the last of formal DR 
arrangements that included a 
formal test.   
We have included the requirement 
for DR testing within the ICT 
managed Service Contract and as 
such, alongside the business the 
new provider will proactively 
manage DR testing in the new 
environment. 
 

review and 
update the BAB 
document and 
present the 
revised version 
that will include a 
recommendation 
for directorates to 
undertake a DR 
review to include 
formal testing of 
the plan.  
31/03/2015. 

CO5: The approach for data backup. 

 N/a A formal backup policy has 
been documented and there 
is a common understanding 
of backup and restore 
standards and capability 
using tape based recovery. 
 

N/a N/a 
 

N/a N/a N/a 

 
 
Key to Priorities: 
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High 
 

This is essential to provide satisfactory control of serious risk(s)  
 

Medium This is important to provide satisfactory control of risk 
 

Low This will improve internal control 
 

 
Limitations relating to the Internal Auditor's work 
 
The matters raised in this report are limited to those that came to our attention, from the relevant sample selected, during the course of our audit and to the 
extent that every system is subject to inherent weaknesses such as human error or the deliberate circumvention of controls. Our assessment of the controls 
which are developed and maintained by management is also limited to the time of the audit work and cannot take account of future changes in the control 
environment. 
 
Tracking: 
 

 Name Date 

Management Responses completed by: Terence Hancox 03/09/2014 

Issued to Head of Service on: Xxxxxx Xxxxx Xx/xx/xx 

Agreement received from Head of Service: Xxxxxx Xxxxx Xx/xx/xx 

Issued to Director on: Xxxxxx Xxxxx  Xx/xx/xx 
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